
Ethical Student Hackers
Social Engineering



● The skills taught in these sessions allow identification and exploitation of security 

vulnerabilities in systems. We strive to give you a place to practice legally, and can point 

you to other places to practice. These skills should not be used on systems where you 

do not have explicit permission from the owner of the system. It is VERY easy to end up 

in breach of relevant laws, and we can accept no responsibility for anything you do with 

the skills learnt here. 

● If we have reason to believe that you are utilising these skills against systems where 

you are not authorised you will be banned from our events, and if necessary the relevant 

authorities will be alerted. 

● Remember, if you have any doubts as to if something is legal or authorised, just don't do 

it until you are able to confirm you are allowed to.

The Legal Bit



● Before proceeding past this point you must read and agree to our Code of Conduct - 

this is a requirement from the University for us to operate as a society. 

● If you have any doubts or need anything clarified, please ask a member of the 

committee.

● Breaching the Code of Conduct = immediate ejection and further consequences.

● Code of Conduct can be found at 

https://shefesh.com/downloads/SESH%20Code%20of%20Conduct.pdf

Code of Conduct



1. What is social engineering?

2. Phishing

3. Credential harvesting

4. Social Engineering Toolkit

Overview



Social Engineering - What is it?

Social engineering is the psychological manipulation of people into 

performing actions or divulging confidential information

Vishing, phishing, smishing, impersonation, pretexting, spear phishing, 

water holing, baiting, quid pro quo, tailgating, scareware, credential 

harvesting...



Cyber attack that targets victims via email that lures the victims into 

providing sensitive data or completing an action

Phishing

● Credential harvesting

● Downloading malware

● Identity fraud

● Financial fraud

The list goes on and on…



Phishing examples



Phishing examples



Phishing examples



Legalities of phishing

Phishing that is not for educational and training purposes breaches The 

Fraud Act 2006 and is ILLEGAL! Offences under these Acts are punishable 

by fines and / or imprisonment up to 10 years

Creating a phishing campaign



GoPhish

Gophish is an open-source phishing toolkit designed for businesses and 

penetration testers. It provides the ability to quickly and easily setup and 

execute phishing engagements and security awareness training

https://github.com/gophish/gophish

Creating a phishing campaign



Optimising your campaign

You want to trick your users into thinking the email is genuine

● Look professional

● Accurate spelling and grammar

● Pass SPAM filters

● Get something out of it (in this case, credit card info)

● Email headers

Creating a phishing campaign



https://www.mail-tester.com/

In groups of 3-4, create a phishing email that 

generates the best score on mail-tester.com

Creating a phishing campaign

https://www.mail-tester.com/


● Anti-spam filters

● Training of staff/yourself

● Protect yourself from malicious links if you do click them using a 

proxy

The best form of protection is being aware and being careful!

Protecting against a phishing campaign



Vishing and Smishing

Vishing

Voice phishing

Smishing

SMS message equivalent

http://www.youtube.com/watch?v=BEHl2lAuWCk


Credential Harvesting

Collect large numbers of credentials

● Create clones of a common website

● Send via phishing or smishing

● Monitor server for credentials

● Reuse credentials on cloned platform/try with other platforms



Social Engineering Toolkit (SET)

https://www.trustedsec.com/tools/the-social-engineer-toolkit-set/

Open source tool designed for social engineering

Credential harvesting demo

https://www.trustedsec.com/tools/the-social-engineer-toolkit-set/


Upcoming 
Sessions

What’s up next?
www.shefesh.com/sessions

8th Nov - Reconnaissance

15th Nov - Docker (CompSoc collab)

22nd Nov - Shells

29th Nov - Privilege Escalation

6th Dec - Hack The Box

13th Dec - Casual Xmas Hacking



Any Questions?

www.shefesh.com
Thanks for coming!


